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EXECUTIVE SUMMARY

Al adoption has already moved ahead of
governance

Employees are using ChatGPT, Copilot, Claude, Gemini, Perplexity and other Al tools inside real
workflows long before most organizations have built a reliable operating view of what is actually
happening.

That creates a new management problem: not just Al policy, but Al visibility. Most companies can write a
policy. Far fewer can answer basic operational questions such as which Al tools are used, by whom, how
often, under what posture and whether the organization can produce evidence of oversight when
challenged. This is the Al Visibility Gap — the gap between actual Al use and the organization's ability to

see, govern and evidence that use in a defensible way.

] . . .
Employees already use Al across research, coding, content creation, analysis, customer support and
internal operations.
Most organizations still rely on policy documents, training and manual reporting rather than real usage
visibility.
Shadow Al is becoming the 2026 version of Shadow IT: unmanaged, poorly classified and often invisible
until after risk appears.

]

The next winning control layer is not more surveillance. It is Al observability: metadata-safe visibility,

practical policy controls and audit-ready evidence.

C.L.A.R.A. is being built for this exact layer. Today it is a working pilot platform — a browser
extension, Fastify APl and Next.js dashboard — already supporting metadata-only event flow,
local browser-side detection, policy allow / warn / block controls, Shadow Al discovery and

audit-ready dashboard views. It is not yet a production-scale enterprise platform.
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01 The Al Adoption Explosion

Al has become a default behavior layer inside knowledge work. Employees no longer wait for

centrally approved rollouts before trying new tools.

They open a tab, test a prompt, upload a file, summarize a document, ask for code help or compare multiple
models. Adoption is incremental, local and fast — and it spreads through workflow convenience rather than

formal procurement.

[ . .
The same employee may use multiple tools in one week.
u . . . .
Teams often experiment before IT or security even knows which products are in play.
] .
Al usage often spreads through workflow convenience, not through formal rollout plans.
| |

The tools in use can change faster than annual policy reviews or procurement cycles.
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02 The Al Visibility Gap

The real issue is not whether Al is being used. It is whether leadership can see it with enough
fidelity to govern it.

Which Al tools are being used today? Which departments or roles are using
them?

Which tools are approved, warned or Which usage is governed and which is

blocked? unmanaged?

Where do policy interventions happen? What evidence exists if legal, security or
audit asks?

Most organizations cannot answer these questions in real time. They have fragments: procurement lists, browser
policies, SSO logs, training materials, security questionnaires or self-reported usage. None of those equal operational

visibility.
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03 Shadow Al: the New Shadow IT

In the last decade, organizations learned that technology adoption does not wait for central
approval. Shadow IT was the result.

Now the same pattern is happening again with Al — but with higher speed and more workflow
intimacy.

Employees can adopt Al tools instantly without infrastructure changes.

Many tools are browser-first and require no central deployment.

B Asingle domain can be used for research, code help, summarization or data handling within
minutes.
The absence of visibility means the organization often discovers Al usage only after policy questions

arise.

Shadow Al is not simply an unapproved app list. It is unmanaged Al interaction
inside real business workflows.

SHADOW Al 05/ 16
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04 Why Traditional Governance
Approaches Fall

Policy documents tell people what should happen, not what is happening.

Training can improve awareness, but it does not create a record of behavior.

Annual audits are retrospective and often reconstruct events from memory.

Manual reporting depends on employees noticing and reporting their own tool usage.

Network-level controls alone often miss browser interaction context or become too
invasive.

The result is a common failure mode: organizations have governance intent, but not

governance evidence.

WHY GOVERNANCE FAILS 06 / 16
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05 The Al Observability Layer

The category that matters is Al observability: the ability to see Al adoption, apply practical controls
and build evidence without turning Al governance into surveillance.

SEE CONTROL

See which Al tools are actually in use. Apply practical allow, warn or block posture
where appropriate.

PRESERVE EVIDENCE
Preserve metadata-only evidence rather than Create defensible records for review, security
raw user content. conversations and future audits.

This category matters because it is the layer between informal Al experimentation and formal Al
governance.

THE Al OBSERVABILITY LAYER 07 | 16
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06 What Al-Visible Organizations Look
Like

MATURITY MODEL

No visibility

Al is being used, but the organization has no dependable view.

Basic awareness

Leadership knows some tools are in use, but the picture is incomplete.

Organization-wide observability

Adoption, policy posture and unmanaged usage become visible.

Governed Al adoption

Visibility, controls and evidence work together as an operating system.

Most mid-sized companies are somewhere between Level 1 and Level 2. The practical goal is to move them

to Level 3 before trying to promise full enterprise-grade governance.
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07 How C.L.A.R.A. Works Today

C.L.A.R.A. is designed as a privacy-first Al adoption intelligence and governance platform. Its hard boundary

is metadata-only backend telemetry by default.

The reviewed backend paths are designed not to transmit or store prompt text, Al response text, page

content, file contents, screenshots, keystroke logs, raw full URLS, productivity scores or employee rankings.

Browser extension

Detects known and policy-added Al domains, tracks sessions and idle state, evaluates policy

locally, shows warn / block Ul, performs local detections and queues structured metadata events.

API | backend

Fastify service with tenant / auth context, extension enrollment, event ingestion, Shadow Al discovery ingestion,
JSON-backed storage, dashboard aggregations, audit and exports.

Dashboard

Tenant administration, policy controls, Extension Health, Directory, Risk Activity, Shadow Al review, Audit Trall,

leadership pages and employee self-view.

HOW C.L.A.R.A. WORKS 09 / 16
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08 Privacy and Trust by Design

C.L.A.R.A''s differentiation is not "collect everything and analyze later." It is privacy-first
governance built around structured metadata and local browser-side logic.

®  The extension may inspect pasted or submitted text locally and transiently for configured
detections, but event builders and API schemas are designed around structured metadata
rather than raw content.

" Backend validation rejects forbidden field variants, nested metadata objects, content blobs and raw URL
values beyond the approved metadata boundary.

]
Webhook and export paths are constrained around allowlisted payload shapes rather than raw event
metadata.

]

Diagnostic logging remains disabled in production release packages.

Al governance fails if employees and customers see the product as surveillance

software. C.L.A.R.A.'s value depends on radical clarity about what it can and cannot see.

PRIVACY & TRUST BY DESIGN 10 / 16
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09 What C.L.A.R.A. Can Show Today

B Which known and policy-added Al tools are being B  Session-level usage metadata, including active and
used. idle state.

B Policy posture: allowed, warned, blocked, unmanaged, = ™  Shadow Al discovery observations and manual review
governed only. state.

B Extension health, reporting version, rollout coverage ®  Directory-safe visibility into users, devices and access
and recent status. context.

B Audit entries and metadata-only exports.

10 What C.L.A.R.A. Does Not Yet Claim

Not yet a production-scale database-backed No Postgres-backed storage, migrations or indexed

telemetry platform. query paths yet.

No automated retention deletion yet. No narrow-permission trust-optimized Web Store
build yet.

No SAML or SCIM yet. Not network-level enforcement.

Not a formal compliance certification product.
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11 Product Direction: What Is Coming

Next

The next stage for C.L.A.R.A. is not "'more dashboard pages." It is stronger trust, stronger storage and

stronger intelligence.

NEAR-TERM ROADMAP

01

02

03

04

05

06

Trust-optimized extension packaging. Reduce Chrome Web Store trust friction through a
narrower, more explainable permission posture.

Known Al domain intelligence. Strengthen the known Al catalog that feeds C.L.A.R.A.'s
understanding of supported tools.

Storage migration. Move from JSON-backed persistence toward Postgres for durability,
scale, indexes and safer multi-tenant growth.

Dashboard I query hardening. Improve performance, pagination, rollups, retention
execution and operational readiness.

Shadow Al catalog maturity. A stronger catalog pipeline for known domains, evidence,
scoring, review and publishing.

Pilot operations readiness. Repeatable rollout, version visibility and customer-facing trust
materials.

In practical terms, C.L.A.R.A. is moving from a working pilot system toward a repeatable pilot product and then toward a

stronger, database-backed SaaS foundation.
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12 The Strategic Category Bet

C.L.A.R.A. is not trying to become a classic surveillance tool, a network appliance, or an
academic governance framework. It is positioning around one practical truth:

THE CATEGORY BET

You cannot govern what you
cannot see.

That is the category bet. The market does not first need another abstract Al policy deck. It needs
an Al observability layer that gives organizations a practical view of adoption, policy posture and

evidence.

THE STRATEGIC CATEGORY BET 13/ 16
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13 Pilot Program

3-6 weeks

Visibility assessment, policy posture setup, extension

rollout, findings review.

5-50 employees

recommendations.

Dashboard access, observed Al tool landscape, policy
findings, unmanaged usage insights, next-step

The pilot goal is not to prove theoretical perfection. It is to turn Al usage from speculation into a measurable operating

picture.

14 Who This Paper Is For

Head of IT CIO/CTO

CISO / Security lead

Head of Al

Digital Transformation lead

Founders & operators

Best-fit organizations are typically between 50 and 500 employees, already using tools such as ChatGPT, Copilot,

Claude and Gemini, but not yet buying a giant governance platform.

PILOT & AUDIENCE
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15 cConclusion

The next winning Al control layer will not be built on perfect hindsight. It will be built on

better visibility.

Organizations that move now will enter the next cycle of Al adoption with a practical operating
picture: which tools are used, which are unmanaged, what posture applies and what evidence
exists. Organizations that delay will keep trying to reconstruct Al use after decisions, incidents or

audits have already happened.

C.L.A.R.A. is being built for teams that want to move early, govern practically and keep the privacy boundary

intact.

CALL TO ACTION

Book an Al visibility assessment.

See what is already happening.
Set practical policy.

Build evidence before you need to defend it.
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A BETTER GOVERNANCE MODEL

You cannot govern what you
cannot see.

Visibility, policy and evidence — without collecting interaction content.

hello@thisclara.com thisclara.com
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